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Fast and secure sharing of information is among the prime concerns of almost any communication system. While
commonly used cryptographic algorithms cannot provide unconditional security, high-dimensional (HD) quan-
tum key distribution (QKD) offers an exceptional means to this end. Here, we provide a tutorial to demonstrate
that HD QKD protocols can be implemented in an effective way using optical elements that are known to most
optics labs. We use spatial modes of light as our HD basis and show how to simulate QKD experiments with bright
classical light, fostering its easy implementation for a more general audience including industry laboratories or
laboratory classes in university teaching and in advanced laboratories for validation purposes. In particular, we use
orbital angular momentum Bessel-Gaussian modes for our HD QKD demonstration to illustrate and highlight

the benefits of using spatial modes as their natural Schmidt basis and self-healing feature.

America

https://doi.org/10.1364/JOSAB.399290

© 2020 Optical Society of

1. INTRODUCTION

Data encryption enables secure communication between a
sender and an intended receiver. This includes a secure com-
munication channel and a powerful encryption algorithm. To
guarantee that the encrypted information can only be retrieved
by the legitimate parties, an important step is the secure distri-
bution of a cryptographic key. While classical cryptographic
methods are highly computationally secure even with unlimited
computational power, quantum mechanics provides an infor-
mation theoretically unconditional secure solution to the key
exchange problem [1]. The advantage of quantum cryptography
lies in the fact that it allows the completion of various crypto-
graphic tasks that are proven or conjectured to be impossible
using only classical (i.e., non-quantum) communication. For
example, it is impossible to copy data encoded in a quantum
state. If one attempts to read the encoded data, the quantum
state will be changed (no-cloning theorem) [2,3]. This could
be used to detect eavesdropping during key distribution. Note
however that quantum cryptography does not prevent eaves-
dropping by this principle. Rather, it alerts the presence of an
eavesdropper through security tests built on the fundamental
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laws of quantum mechanics that include Heisenberg’s uncer-
tainty principle and the non-cloning theorem [2,3]. Among the
different algorithms of quantum cryptography, quantum key
distribution (QKD) is the best-known and most developed one.

Quantum communication involves encoding information
in quantum states called qubits, which are known to be more
powerful than their classical counterparts bits. Photons are
used as carriers for these qubits, with information encoded in
a certain degree of freedom of the photons; polarization is one
example. Perhaps the best-known QKD scheme is the BB84
protocol [4], proposed by Bennett and Brassard in 1984 and
demonstrated in 1989 [5]. The BB84 protocol uses pairs of
orthogonal states that belong to two bases that are not mutually
orthonormal. In this cryptography protocol, a measurement
of the photon state leads to so-called quantum indeterminacy,
which is exactly the precondition of the no-cloning theorem;
no single measurement can fully determine the quantum state if
the encoding basis is unknown. Since its conception, the BB84
protocol has paved the way for other QKD protocols [5-8].
Nowadays, polarization and time-bin encoding have become
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the workhorse of QKD protocols (see Refs. [9,10] for a com-
prehensive review), allowing them to reach into the commercial
realm.

Recently, there have been many efforts to increase the per-
formance of QKD protocols, with higher information capacity
and longer transmission distances foremost amongst them
[11-16]. High-dimensional (HD) QKD protocols with dimen-
sions & > 2 have gained considerable attention of late, ranging
from time-energy encoding in single mode fibers [17,18] to the
additional use of the spatial degree of freedom by employing
space-division multiplexing in multi-core fibers [19], linear
momentum states [20,21], or, in particular, spatial modes of
light [22-29]. This is because as the dimension increases, so
does the information capacity per photon and the error thresh-
old [30-32]. Particularly, Ecker ez al. have shown experimentally
that, in the case of entangled states, the increase in dimension
can translate into an increased robustness to noise [33], support-
ing the view that HD QKD would be more tolerant to noise.
To date, there have been many seminal advances in using spatial
modes of light, including orbital angular momentum (OAM)
and hybrid polarization-OAM modes, to perform HD QKD
in free-space [34—41], in optical fibers [42], and underwater
[43,44]. The spatial mode basis not only gives access to a larger
dimension, but also allows us to exploit the inherent properties
of the modes. For example, Bessel modes have been used in the
study of self-healing entanglement and HD QKD through
obstacles [41,45—47].

While many excellent reviews exist on the topic of HD spatial
mode entanglement and HD QKD, there is little in the way of
tutorial style approaches to edit this exploding research field fora
more general audience including industry laboratories or labora-
tory classes in university teaching. In contrast, there are excellent
educational treatise for demonstrating two-dimensional (2D)
quantum systems and protocols, mostly based on polarization
[48-55] but also with spatial modes as an encryption base [56].
The purpose of this tutorial is precisely to fill this gap. To this
end, we take the reader through the process of understanding
HD QKD, from fundamental concepts through to practical
implementation. Especially, we show how to easily implement
a proof-of-principle HD QKD using standard equipment of
optics, exploiting the ability to simulate many quantum proc-
esses with bright classical light [56-59]. This supports bringing
a more general audience closer to HD QKD, while allowing
a route for researchers outside quantum information to test
concepts prior to a full quantum implementation. We begin
our explanation with 2D QKD, followed by a right-from-the-
start description of the concepts involved in HD QKD. We
reinforce concepts by taking the reader step-by-step through
the process of an experimental implementation of a HD QKD
protocol. By way of example, we use Bessel beams as our spatial
mode basis and use the example to illustrate the benefits of a
given mode set, e.g., the ability to self-heal behind obstacles and
to propagate in an almost non-diffracting way over a certain
distance [60].
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2. QUANTUM KEY DISTRIBUTION: FROM TWO
TO MANY DIMENSIONS

In this section, we present the original idea of QKD using
polarization states, together with the key parameters one would
compute to determine the viability of a QKD transmission.
This will allow us to understand the appeal of extending QKD
to higher dimensions, before discussing the means to realizing it.

A. QKD with Polarization
The original idea of QKD proposed by Bennett and Brassard [4]

isillustrated in Fig. 1. Let us consider a communication protocol
between two parties, Alice and Bob. As shown in Fig. 1(a), bits
of information (0 or 1) are encoded in the polarization degree
of freedom of photons. The sender, Alice, chooses to encode
her bits in the orthonormal basis v, with elements {| /), | V)},
where |H) and |V) are horizontal and vertical polarization
states, respectively. Alice assigns a bit value to each of the states,
say |H) =0 and |V) = 1. The receiver, Bob, can decode the
message by measuring the photons in the same basis as Alice.
This communication protocol is, however, vulnerable to an
attack by Eve, an eavesdropper. Provided Eve knows of Alice’s
basis, she can intercept the photons sent by Alice, measure them,
and resend identically prepared photons to Bob without raising
any suspicion.

To reveal the presence of the eavesdropper, Alice uses an
additional basis ¢ with elements {| A), | D)}, where | A) and | D)
are anti-diagonal and diagonal polarization states, respectively,
such that |A) =0 and | D) = 1. The polarization states in the
two bases are related as follows: |A) = (|H) — |V))/+/2 and
|D) = (|H) +|V))/+/2. In this new protocol illustrated in

(a) ™NO

Bit sequence

1001010

1011 1110
001010111101000

Binary state encoding
Transmission Bob

-
o X X

(©) Key sifting
Bitsequence 1 0 1 1 1 0 O 1 O 1 O
Alice's Basis ¢ d} w ¢ 1/1 ¢ ’1/1 ¢ ¢ w w
Bob's basis ¢ ’(/1 ¢ ¢ ¢ w ¢ w ¢ w ¢
Siftedkey 1 0 — 1 — — — — 0 1 O

Fig. 1.  Concept of QKD. (a) Classical bits are encoded in eigen-
states of two polarization bases that are mutually unbiased. A classical
bit sequence is sent in the process of generating the secret key. (b) A
sender, Alice, randomly chooses a basis in which to encode the classical
bits and sends them to Bob, the receiver. Bob randomly measures the
photon states in either of the two bases. (c) At the end of the transmis-
sion, Alice and Bob publicly disclose their encoding and measurement
bases and discard outcomes for which their bases do not match. The
sifted key will further be checked to estimate the error rate in the
transmission.
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Fig. 1(b), Alice encodes bit values in either one of the ¥ or ¢
bases, chosen randomly, unbeknownst to Bob and Eve, and
sends a series of NV bits to Bob. Similarly, Bob measures the
photons in either of the two bases, chosen at random. When
encoding and measurement bases match, Bob detects the correct
state with unit probability. In the instances that the encoding
and measurement bases do not match, Bob makes an ambiguous
detection; for a given state encoded in the V¥ basis, measurement
in the ¢ basis leads to a 50% detection probability for the states
| A) and | D). Thus, Bob cannot deduce the encoded state when
measuring in the wrong basis. Crucially, this is also true for Eve
and is ultimately what reveals her presence, as shown in the
following.

At the end of the transmission, Alice and Bob publicly reveal
the encoding and measurement bases for every transmitted state
via a classical channel. They subsequently discard bit values
measured in the instances where the encoding and measurement
bases do not match, as shown in Fig. 1(c). In the absence of an
eavesdropper, Alice and Bob should be left with, on average, a
set of N/2 bits. However, in the presence of an eavesdropper,
the remaining /V/2 bits would be plagued with errors resulting
from Eve’s measurements. Importantly, while it is assumed
that an eavesdropper has full knowledge about Alice’s and Bob’s
systems, the security is not compromised, since the bases and key
bits are chosen at random and privately. Recall that Eve would
have guessed the wrong basis 50% of the time. Provided Eve
intercepted all of the photons sent by Alice, she would resend
to Bob a state in the wrong basis 50% of the time. Bob is thus
left with, on average, N/4 correct bits and N/4 wrong bits. To
reveal the presence of the eavesdropper, Alice and Bob publicly
compare a subset of their sifted NV/2 bits and estimate the error.
Finally, the publicly disclosed subset is naturally discarded from
the final key. Note that, evidently, this procedure is inefficient.
Alternatively, they can assign different probabilities to the two
polarization bases and then use one basis for generating the key
while reserving the other for eavesdropping detection [61].

Depending on the estimated error, Alice and Bob will decide
whether to discard the transmission or proceed with further pri-
vacy amplification and then encryption using the sifted key.

B. Security Analysis

The decision of whether or not to utilize a key obtained from
a QKD protocol depends on the ability to securely exchange
information in the presence of an eavesdropper. The extent to
which this is possible is dictated by the error rate, Q, introduced
in the sifted key. Physically, the error rate is the probability of
Bob detecting the wrong state, given that he measured the pho-
ton in the correct basis. A standard procedure to determine Q is
by building a transfer matrix for the system, as shown in Fig. 2.
Alice prepares a given state, and Bob measures it in one of the
bases that will be used for the protocol, chosen as ¥ and ¢. Bob’s
measurements result in detection probabilities is graphically
depicted in Fig. 2 for polarization-based QKD (7, j = {1, 2})
and can be summarized as

_ (IO Ol
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Fig. 2. Transfer matrices analysis of QKD with polarization states
for a perfect system (a) Q = 0% and (b) Q =23%.

from which one then computes the error rate in the different
bases:

1< o
Qy=1—3 3 1101y )P, (2
i=1
_ _l Bob | 77 4 Alicey 12
Qp=1= 5 Y 11U ). (3

i=1

The second term in Egs. (2) and (3) is the probability that
Bob measures the state |1ﬂiB°b) (|¢P°b)), given that Alice sent
the state |1ﬁlAlice) (|¢1A“°e)) through a communication channel
represented by the operator /. This term is also known as the
measurement fidelity (F). In the ideal case that U does not
perturb the state, i.e., the channel is the identity operator, then
F becomes equal to one and Q = 0. Note that it is not unusual
to have Qy # Q. The error rate for the QKD protocol as a
whole is considered here as Q = mean{ Qy, Q4}. Figure 2(a)
graphically depicts the outcomes of a simulated transfer matrix
T for Q = 0. When measuring in the correct basis, Bob unam-
biguously detects the state encoded by Alice. When using the
wrong basis, Bob is unable to distinguish the encoded state, as
all outcomes are equally likely. Comparatively, Fig. 2(b) shows
a simulated instance where the communication channel (U)
introduces errors in the transmission, leading to an error rate Q
of 23%.

Having estimated the error rate of the system, Alice and Bob
can now quantitatively analyze the performance of their system
by computing important quantum information parameters.
The first of these is the amount of information that Alice and
Bob share, and itis computed from [31]

I13(Q) =1+ Qlog,(Q) + (1 — Qlog,(1 - Q). (4)

In the ideal case of Q =0, the maximum amount of infor-
mation that Alice and Bob can share, for every photon sent, is
1 bit. Assuming the presence of an eavesdropper (Eve), some
information can be extracted during the transmission. One way
to model this scenario is by assuming that Eve has at her disposal
a cloning machine. However, from the no-cloning theorem
[62], we know that Eve cannot copy an arbitrary quantum state.
Hence, her action will inevitably introduce errors in the trans-
mission between Alice and Bob; the more information Eve tries
to extract, the more error she introduces. This becomes evident
when looking at Eve’s cloning fidelity, i.e., the ability to copy the
state sent, given by Ref. [63]:
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Table 1. Security Analysis of Simulated QKD Transfer
Matrices in Fig. 2

Q F IAB FE IAE RA

0 1 1 0.5 0 1
0.23 0.77 0.22 0.92 0.63 -0.56

Fr(Q@=5 (14+2/Q0 - Q). (5)

This equation perhaps embodies appeal regarding the secu-
rity of QKD: Eve can achieve a maximal cloning fidelity of one at
the cost of introducing a 50% error in the transmission between
Alice and Bob. The amount of information Eve shares with Alice
can be computed by Ref. [63]:

Lig(Fg, Q =1+ (Fg — Q)log2<F1 _—5)

+(1 - FE)logz(ﬂ). (6)
1-Q

By maximizing her cloning fidelity, Eve can share one bit of
information per photon with Alice, but introduces 50% error in
the transmission between Alice and Bob. However, Eve can also
choose to maintain her stealth by introducing a lower amount
of error. This however will come at the cost of a reduced cloning
fidelity and shared mutual information with Alice.

Assuming the presence of an eavesdropper that can poten-
tially compromise the transmission and introduce error, a
parameter of interest to Alice and Bob is the amount of secure
information that they can exchange. This is called the secret key
rate and is expressed as a function of the error rate with [64]

Ra(Q) =142(1 - Qlog,(1 - Q) +2Qlog,(Q). (7)

To keep exchanging secret information, the secret key rate
must be positive. This is ensured for Q < 11%, reaching a maxi-
mum of 1 bit of secret information per photon for Q =0. In
Table 1 is a summary of the important information parameters,
obtained for the simulated transfer matrices shown in Fig. 2.

C. Extending QKD to Many Dimensions

It is worth noting that in practice, all errors in the sifted key are
attributed to the eavesdropper; this includes errors introduced
by an eavesdropper when measuring the photons, imperfect
preparation and detection of the quantum states, and impor-
tantly, the noisy nature of the communication channel. While
the latter can be mitigated to some extent depending on the
type of noise introduced in the channel, it is one of the limiting
factors to long distance QKD protocols. Furthermore, losses
incurred during propagation in the communication channel
reduces the key transmission rate with increasing distance [65].
There is, therefore, an interest in increasing the robustness of
QKD protocols, while packing as much secret information
in every photon. One way to realize this is by increasing the
dimension of the quantum states employed.

To this end, the different security parameters discussed above
have been extended to higher dimensions [63]. The mutual
information between Alice and Bob now takes the form

Tutorial
Lip(d, Q) =log,(d) + (1 — Qlog,(1 — Q)

+ (Qlog, <d_?l) . (8)

Observe that now, the amount of secure information scales
logarithmically with the dimension &; the more dimensions that
are employed in the QKD protocol, the more information can
be packed into every single photon. Interestingly, the increase
in dimensions also has an impact on the eavesdropper cloning
fidelity, which now reads

Fe(d, Q) = é (1 Fd-2Q+2/d—1)Q(1 = Q)) .
9)

The unfavorable 1/4 scaling factor indicates that, compared
to a 2D case, Eve has to introduce much more error to reach the
maximum cloning fidelity of (¢ — 1) /d. The associated mutual
information shared between Alice and Eve,

Fr—
Lig(d, Q) =log,(d) + (Fr — Q)10g2< IE_ QQ>

1— Fy
———"F ), o
(a’—l)(l—Q)) (10)

scales favorably with dimension, allowing Eve to extract more
information compared to the 2D case. Crucially, the fraction
of secret information shared between Alice and Bob also scales
favorably with dimension and, at the same time, encompasses all
the benefits of HD QKD. In higher dimensions, the secret key
rate for a two-basis protocol is given by Ref. [66]:

Ra(d, Q) =log,(d) +2(1 — Qlog,(1 — Q)

+ (1 - FE)log2<

+2Qlog2(d—?1> . (11)

Figure 3 graphically portrays the relation summarized in
Eq. (11) between secret key rate Ry, error rate Q, and dimen-
sion 4 of the quantum state. There are two striking features to
notice: (i) higher-dimensional states carry more information,
and (ii) HD QKD protocols are more robust to errors. The
high information capacity is enticing, as it allows us to counter

10F  d=2 d=3 d=7 d=12 d=21 1
5, 1

-
T

0.50F

0.10}
0.05f

Secret key rate (bits/photon)

o
o
=

0 5 10 15 20 25 30
Error rate Q (%)

Fig. 3. Variation of the secret key rate R, as a function of the error
rate Q for dimensionsd =2, 3,7,12,and 21.



Tutorial

the effects of losses; in a communication channel with a given
attenuation (optical fibers, for example), packing more informa-
tion in every single photon increases the key transmission rate.
Additionally, the higher error rate threshold means HD QKD
protocols would be more secure in noisy channels compared to a
2D protocol.

One approach is to use the spatial degree of freedom of
photons. In classical communication, spatial modes of bright
classical light have been successfully used to encode information
[67] and increase the information capacity in communication
over free-space [68] and in fiber channels [68]. Tools to prepare
and measure spatial modes of bright classical light have since
been translated to the quantum regime to implement HD QKD
with spatial modes in many dimensions [69-72]. While the
choice of spatial modes is arbitrary, modes carrying discrete
(quantized) OAM have taken center stage, and tools to measure
them have been developed extensively [73-77].

3. FROM TWO- TO HIGH-DIMENSIONAL QKD
WITH SPATIAL MODES

Although we have indicated that we will be using Bessel-
Gaussian (BG) modes for this tutorial, it is pertinent to ask
which modes could and/or should be used. The simple answer is
that all modes sets are equivalent, in that they offer, in principle,
unlimited dimensions. But there are other characteristics that
may make you lean towards one over another. For example,
OAM forms a natural Schmidt basis and is easy to measure with
low loss devices, so, for these reasons, this is a very popular basis
to select.

The family of transverse spatial modes that carry OAM
are generally associated with complex fields W,(r, ) =
A(r)exp(ilp) having radially () dependent amplitudes
A(r) and characteristic azimuthally (¢) dependent factors,
exp(ilg). The discrete quantity € € Z, commonly referred
to as the azimuthal index or topological charge, corresponds
to an angular momentum of £h per photon. The discrete and
unbounded nature of these modes with respect to the azimuthal
index £ makes them attractive for HD encoding, since they form
a complete basis on the Hilbert space of spatial modes. For this
reason, an information basis beyond & = 2 dimensions can be
constructed using the OAM basis modes.

Before we can construct such a basis, we first have to select a
mode set that represents physical modes of free-space. Examples
of applicable transverse OAM modes include Laguerre—
Gaussian (LG) and propagation-invariant BG modes. These
mode sets have identical azimuthal features, while their radial
parts have distinctive attributes. For example, LG basis modes
are discrete and complete in the radial degree of freedom, while,
in contrast, the higher-order BG modes are continuous.

Some of the reasons to choose BG modes are (i) they carry
OAM, (ii) the radial degree of freedom can be controlled by
phase-only axicons, and (iii) they additionally offer some
intriguing benefits such as the ability to reconstruct upon
encountering obstructions. In fact, we will illustrate how to
exploit this as part of the tutorial.

Vol. 37, No. 11 / November 2020 / Journal of the Optical Society of America B A313

A. Constructing the Bases for QKD

The implementation of QKD with spatial modes follows
the same approach described earlier for polarization states.
First, recall the 2D encoding with the bases ¢ = {| H), |V)}
and ¢ ={|D), |A)}. Though the choice of these two bases
may have seemed arbitrary, this was not the case. They were
chosen because they are part of a set of mutually unbiased
bases (MUBs). The key feature of MUBs is that one can-
not, with a single measurement, distinguish a state prepared
in one basis through a projection in another basis that is
mutually unbiased. For example, projecting the state |H)
in the ¢ basis leads to the following probability outcome:
| (D|H) |* =| (A|H) |* = 1/2. As such, given a single photon
prepared by Alice as | ), Bob (or Eve) cannot with a single shor
measurement in the ¢ basis unambiguously identify Alice’s state.

One may be interested to know how many such MUBs exist
in a given number of dimensions. This is unfortunately not
a trivial problem, and the answer is currently not known—
their existence has only been proven for prime dimensions
[78]. Nevertheless, for QKD, we do not need to know all
MUBs, a minimum of two will suffice. In two dimensions,
we have previously given the relation between the elements
of two polarization MUBs: |A) = (|H) —|V))/+/2 and
|D) = (|H) + |V))/+/2. One may have already deduced that
elements of a third MUB can also be constructed in a similar
manner, by varying the phase factor between | ) and | V) states.
By this, we obtain right-circular and left-circular polarization
states | R) = (|H) —i|V))/v/2 and |L) = (|H) +i|V))/V/2,
respectively. It then follows that, given that a basis for a degree of
freedom is known, states of a second, MUB can be constructed
through a linear superposition of eigenstates of the first basis,
with appropriate phase factors. In the following, we explore
this approach for constructing 2D MUBs with spatial BG
modes and their implementation in a QKD scheme. Further
down, expanding to higher dimensions, we provide a recipe to
construct this MUB in arbitrary dimensions.

B. Two-dimensional QKD with BG Modes
The transverse field of higher-order BG modes that carry OAM

of azimuthal charge € are expressed as [60]

P 2
Woam(r, @) = \/;fz(kﬂ)CXp (w_r2> exp(ilp). (12)

0

Here, (7, ¢) represent polar coordinates, #, is the radial
wave number, /¢ (-) is the £ th-order Bessel function of the first
kind, modulated by a Gaussian envelope with beam waist wy.
Crucially, BG modes of a given radial wave number obey the
orthonormality relation

/rdr / do W&\ Yt = 8tm- (13)

The BG basis thus provides an infinitely large set of orthonor-
mal states that can be used for QKD. From this infinitely large
set, we first restrict ourselves to a 2D state space to form the first
basis consisting of the elements |W=+) = \I/Ci) ./l\M The inten-
sity and phase maps of these modes are shown in Fig. 4(a).
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Fig. 4. MUB states for 2D QKD based on BG modes (transverse
normalized intensity and phase distributions). (a) States | W) carry an
azimuthally varying phase structure, i.e., OAM of topological charge
£ = %1 (white arrow: OAM handedness). (b) States |® ) represent the
superposition of OAM modes, i.c., (W) £ |¥_))/~/2.

(a) (C) Alice

1P,) [P-) @) Do)

ole]:]-]

.

l@l

(b) 0 (@-| -

Bit
sequence

[0} (] [0} v ] 4 [0}

Bob D b d
Key 1 0 - 1 - - - - 0

Fig. 5. Concept of 2D QKD with spatial modes of light.
(a) Classical bits are encoded in eigenstates of OAM basis ¥ and
basis @, which are mutually unbiased. (b) Key generation process
(cf. Fig. 1, QKD with polarization). Alice randomly chooses a basis
in which she sends bits of a classical bit sequence to Bob. The respec-
tive states represent spatial modes of light as indicated by transverse
intensity distributions. Bob randomly selects a basis to measure the
received modes. By comparison of selected bases, Alice and Bob create
the shared key. (c) Transfer matrix for two-dimensional QKD-based
(BG) spatial modes.

Following the approach for polarization-based QKD, we
can construct a second MUB with elements that are given by
| &) =1/4/2(]W,) £ |W_)). The transverse intensity and
phase distributions of these modes are shown in Fig. 4(b).

With the MUBs chosen, Alice and Bob can perform QKD
using spatial patterns in the very same way as using a polari-
zation base. The procedure is illustrated in Fig. 5. Just as with
polarization encoding, bits of information (0 or 1) are encoded
in the OAM degree of freedom of photons, as depicted in
Fig. 5(a). As illustrated in Fig. 5(b), the sender, Alice, chooses
to encode her bits in the orthonormal spatial basis W, with
elements {|W,), |¥_)}, and the MUB & ={|®,), |®_)}.
Subsequently, Bob measures the photons in either one of the
two bases chosen at random. Similar to the approach based on
polarization, the detection probabilities can also be represented
using a transfer matrix, depicted in Fig. 5(c). Using this matrix,
Alice and Bob perform a security analysis, similar to that shown

Tutorial

with the polarization states in Section 2.B, to determine the
security parameters.

Having introduced the principles of QKD in two dimen-
sions with spatial modes, we are now in a position to extend
these principles to higher dimensions. To do so, we will first
present the construction of two MUBs in arbitrary dimensions.
This construction procedure will be used in the next section to
demonstrate an experimental QKD simulation with classical

light.

C. HD QKD with BG Modes

In order to demonstrate the full capacity of spatial mode
encoding in QKD, we expand the dimension of our
MUBs. Employing BG modes, this simply implies select-
ing more modes in which we will encode information.
Practically, this means that we will no longer just encode

(a) [¥o) [¥1) [¥2) [¥3)

Fig.6. HD QKD based on BG beams. (a), (b) Transverse normal-
ized intensity (top) and phase (bottom) distribution of MUB states W
and ®; (7 € [0, 4 — 1]), respectively, and (c) transfer matrix for d = 4.
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0 and 1; instead, our alphabet becomes much richer with
0, 1, 2, 3, ...,d. Our first HD encoding basis will thus
consist of 4 orthonormal BG modes \IJéAM. Let us label this
basis as W ={|W), V1), ..., | _1)}. There always exists
a basis ® ={|®y), |Py), ..., |Ps—1)}, mutually unbiased
to W, whose elements are obtained through the following
construction [78]:

1 d—1
|D,) = f Z exp(i2m nk/d)|¥y). (14)

One can then obtain the mathematical relation between
MUBs in arbitrary dimensions: [(®,,|W;)|* = 1/d. As an exam-
ple, Figure 6(a) shows the intensity and phase maps basis state
of a four-dimensional BG basis, carrying OAM £ = {£1, £2}.
The set of state from a MUB, constructed as per Eq. (14) is
shown Fig. 6(b). A simulation of the ideal transfer matrix of
these modes through a non-perturbing channel is shown in
Fig. 6(c).

In the following, with the aim of highlighting the beneficial
effects of high dimensions on security values, we will exemplarily
illustrate a 21-dimensional QKD protocol using BG modes.

4. EXPERIMENTAL REALIZATION

To experimentally exploit the spatial degree of freedom of
photons for HD QKD, one would first need to generate and
measure individual photons. A now ubiquitous way of gen-
erating single photons is through spontaneous parametric
down-conversion. In this process, a high-frequency photon
from a pump laser is, with a certain probability, converted inside
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a non-linear crystal into a pair of lower frequency photons.
These photons are spatially and temporally correlated; the
two photons are born at the same place and at the same time.
As shown Fig. 7(a) the down-converted pair of photons, due
to conservation of momentum, exit the crystal with a certain
angle—this angle is controlled by the crystal properties. Of the
two photons, one is sent to Alice and the other to Bob. Alice
performs a measurement using her spatial light modulator
(SLM)—she prepares a state—while Bob does the same on his
photon—he measures a state. Owing to the temporal correla-
tion between the photons, a click on Alice’s and Bob’s detectors
at the same time (coincidence detection) implies the detection
of photons from the same pair. Counting the outcomes in
coincidence ensures that only single photon states were used.
We will use this experiment as the point of comparison for the
tutorial. This quantum scheme can be mimicked with bright
classical light in an easy-to-implement manner, using the set-up
visualized in Fig. 7(b) [79].

In this classical experiment, Alice uses a laser and an SLM to
prepare (encode) her state, which is then sent to Bob. Bob in
turn performs the measurement step using his SLM, following
the steps exactly as detailed earlier. In our demonstration, we
used liquid crystal on silicon SLMs (Holoeye Pluto), but this can
be replaced with digital micromirror devices (DMDs) to make
the set-up cheap and fast. What makes the classical approach
feasible is so-called back-projection and exploits Klyschko’s
advanced wave model [59]. The idea is that it is possible to treat
the detection of the quantum entangled pair, in the retrodictive
picture, as though one of the detected photon pairs is propa-
gated backward (time reversed) through the system, reaching
the crystal plane, then following the path of its twin photon to

Intensit

Fig.7. (a) Sketch of experimental set-up using a single photon source (SPS). Two photons are generated from a nonlinear crystal (NC). Alice keeps
one of the photons in her lab while transmitting the other to Bob. Alice encodes a W or @ basis mode using SLM; and sends the other to Bob where
he also encodes a W or ® basis mode on SLM,. The photons are detected in coincidence using single mode fibers (SMFs) and avalanche photo diodes
(APDs). (b) In the classical back-projection analogue, Alice modulates a laser beam with mode chosen from the W or ® basis, where the resulting field
is imaged to the mirror (M) plane, representing the NC plane, by lenses L3 and Ly. The photon is then reflected from the mirror to SLM, and sub-
sequently mapped to the far-field with a lens Lz to a CCD camera. SLM;, L, and the camera constitute Bob’s measurement system. (c) Example of

a binary phase function and respective hologram creating a BG mode £ = 6

holograms in the simulation experiment.

(right: normalized intensity). (d) Operating principle of Bob’s decoding
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the second detector. To achieve this, one needs only to replace
Alice’s detector with a laser source, producing the backward
propagating photon, and the crystal with a simple mirror [79].
The physics requires that the SLM, mirror, source, and detector
are all in the image plane of one another, easily achieved with
imaging telescopes. This technique is routinely used in real
quantum experiments for alignment. Now we suggest it as a
simple tool to make the tutorial practical.

We are now ready to perform HD QKD. To begin, Alice ran-
domly chooses a sequence of modes from two MUBs, which are
generated with phase-only holograms on SLM; [cf. Fig. 7(c)],
placed in the image plane of the crystal/mirror. Let us start with
BG modes carrying OAM (¥, modes from the first MUB);
these are generated with binary holograms (comprising only
values of 0 and 1) defined by the transmission function

T(r, @) =sign{/e(k,7)}exp(ily), (15)

with the sign function sign{-} [80,81]. To create a BG
mode of chosen order ¢, we encode the phase function with
k. =18 rad mm™' on a blazed grating (linear spatial phase
ramp) and multiply the resulting hologram by a Gaussian aper-
ture function (wy=0.89 mm; wavelength A =633 nm), as
shown in Fig. 7(c). The blazed grating allows the separation
of modulated from un-modulated light from the SLM; the
generated modes are formed in the first diffraction order, which
we filter with an aperture. Modes ®,, from the second MUB are
engineered following Eq. (14) with W} experimentally coded
using the transmission function 7(r, ¢) in Eq. (15). Again,
the respective phase functions are encoded on a blazed grating
and multiplied by the Gaussian aperture function. For this
tutorial, we chose to perform a QKD protocol with 4 =21
dimensions. For this purpose, we used BG modes carrying
OAMY € [—10, 10].

Bob measures the transmitted modes by decoding phase
functions [Egs. (15) and (14)] on SLM3, in combination with
a Fourier lens (L) and a CCD camera. In the classical exper-
iment, we record the on-axis intensity on the camera; this is
proportional to the detection probability [73]. For quantum
implementations, single mode fibers combined with single
photon detectors would be used, counting the coincidences of
the signal photon in Alice’s arm and idler photon in Bob’s arm
[43]. To measure more than one mode at a time, we multiplex
seven decoding holograms by assigning different granting angles
to each encoded mode. Hence, each basis requires three decod-
ing holograms, each containing seven phase functions. With
this approach, different spatial positions in the detection plane
correspond to different modes W;, or ®,,.

A. HD QKD Security Analysis

We sequentially prepared and measured photons encoded in
the W and & bases to build the transfer matrix. The intensity
profiles of the modes are shown in Fig. 8(a): the OAM basis
modes were chosen in the range, as shown in the top panel, while
modes from the second MUB are shown in the lower panel. The
ideal and experimental transfer matrices are shown in Figs. 8(b)
and 8(c), respectively. Using the obtained transfer matrices, we
proceeded to measure the key performance indicators, i.e., error
rates and information quantifiers, as outlined in Section 2.C.
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Fig. 8. (a) Transverse normalized intensity distributions of BG
modes W, carrying OAM € = [—10, 10] and states from an MUB, ®,,,
with 7, £#=10, 20]. (b) and (c) show, respectively, the ideal and exper-
imentally measured transfer matrix. The experimentally measured
transfer matrix carries an error rate of 24%.

To extract the error rates, we used Eqs. (2) and (3) for each
basis. We measured an average error rate of Q =24%, due to
modal cross-talk from scattered light arising from diffraction
orders. For a perfect system, the error rate would be Q =0.
Importantly, the error threshold for a 21-dimensional system
is Q =32%, which is above our measured result, as desired.
While the reduced performance is attributed to the detection
method, the information capacity of the system can be boosted
by employing refractive mode sorting [82], which can yield error
rates as low as Q = 8% (equivalently a high fidelity of ¥ = 0.92
was shown for 4 = 25). Now that we have confirmed that our
system is below the error threshold, we can quantify the amount
of secure information that can be shared over the channel using
the previously discussed parameters.

We used Eq. (8) to compute the mutual information and
obtained Z4p =2.56 bits per photon (ideal value is 4.39 bits
per photon). Note that this is beyond the 1 bit per photon
limit for 2D QKD, highlighting the gain in information
capacity from the increase in dimension. Furthermore, we
measured the amount of information an eavesdropper can
obtain from photons that she could successfully clone following
Eq. (10), resulting in 4z = 1.36 with a corresponding fidelity
of Fr = 0.456. When compared to the 2D case for similar error
ratein Table 1 (Q = 23%, Fr = 0.92, and I4z = 0.63), we note
that although Eve’s cloning fidelity is reduced due to the higher
dimension, she shares more information with Alice, as discussed
in Section 2.C. Finally, we estimated the secure key rate using
Eq. (11) and obtained Ra =0.73 per photon. This level of
secret information is well below the 2D limit of 1 bit per photon;
this is due to the high error rate. However, it is worth realizing
that the 24% error rate in this HD protocol is more than double
what can be tolerated in the 2D case (11%), demonstrating the
robustness of HD QKD protocols.
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B. Generating a Key

Now that we have characterized the system and have obtained
all key performance parameters for HD QKD, it is instructive
to demonstrate the actual key generation and message encryp-
tion and decryption procedure, as illustrated in Fig. 9. We
numerically simulated the key generation process by using the
experimental transfer matrix in Fig. 8(c). In principle, the key
generation procedure follows the same steps that are outlined in
Section 2.A. The only difference is that the encoding basis now
has 4 =21 symbols (i.e., 0, 1, 2..., d — 1) asapposed to only
two. As such, the discreet OAM modes (or W basis), i.e., with
charges € € [—10, 10], correspond to discrete numbers [0,20]
constituting the encoding alphabet. The same holds for the
MUB o.

In the numerical simulation of the key generation, we
assumed Alice encoded photons with randomly selected modes
from the W or @ basis, while Bob measured in a random basis
that is also chosen between W or ®. Physically, Alice and Bob
both possess a collection of values that are randomly selected
numbers that either came from the W or ® basis. In the simu-
lation, we represented them in the form of two matrices, one
having the basis selections and the other having the chosen
states. Following this, Alice announces her basis selections over a
classical public channel, while Bob signals whether his detectors
measured in the same basis or not. All instances where the basis
selections were not correlated were discarded. In the simulation,
this was achieved by comparing the entries of the matrices con-
taining the basis selections and keeping only those that match.
The remaining key bits constitute the sifted raw key. A graphical
depiction of the procedure is illustrated in Fig. 9(a), while the
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simulated key for encrypting a gray-scale image with dimen-
sions of 800 x 2200 pixels is shown in Fig. 9(b) (left). Ideally,
once the sifted bits are obtained, Alice and Bob can exchange a
fragment of the key to determine the error rate in order to obtain
alower bound on the key rate according to Eq. (11) and proceed
with error correction to reduce the correlations between their
key and any key bits obtained by an eavesdropper. While this
step is essential, for brevity, we only used the sifted key. From our
simulation, we obtained an error rate of 26%.

In Figs. 9(b) and 9(c), we depict the encryption and
decryption procedure. A 800 x 2200 pixel image [XMessage,
(c) “Encoded”] and Alice’s sifted key [AX, (b) “Sifted
key”] were mapped to 8 bit integers ranging from 0 to
255. From this, the image encryption was achieved via a
bit wise XOR mapping between the key and the image,
ie., EM=bitwise XOR(XMessage gKey)  The subsequent
encryption message [EM, (b)] was then decrypted by per-
forming a similar bitwise XOR mapping between the
encrypted message and the key that Bob possesses (BXY),
i.e., IM = bitwise XOR(E MMessase. BXey) - The quality of
the final decrypted image [(c) “Decoded”] depends on the bit
error rate in their keys. The fidelity of the keys can be further
improved with error correction and privacy amplification.

C. Bessel Advantage

As indicated earlier, we have chosen BG modes as exemplary
modes for QKD since they do not only carry OAM, but also
include a controllable radial degree of freedom, which assigns
some intriguing properties to these basis states: propagation

N
3 9 12
Bob D v
Key 3 - 12
(b) Sifted key

g
Y
6 20 18
@ p o - 9
6 _ _

Encrypted message
20

Fig.9. Twenty-one-dimensional QKD with spatial modes. (a) Shared key generation process by prepare-and-measure procedure. Alice randomly
chooses states of arbitrary basis, measured by Bob with a random choice of basis (¥ or ®). By comparison of basis choice, the shared key is filtered.
(b), (c) The discrete levels [0,20] can be used to encode the gray-scale levels of a message in the form of an image. The applied sifted raw key resulting
from a single QKD session with an error rate of Q = 0.24 [experimental data, cf. matrix in Fig. 8(c)], and the encryption and decryption procedure
are illustrated. Alice encodes (c) an image with a (b) key generated from the QKD session. The image is then encrypted using bitwise XOR mapping
between the image and key [encrypted message in (b)]. Bob subsequently decrypts the received image with his key by following the same procedure.
The quality of the final decrypted image [(c) “Decoded”] depends on the bit error rate in their keys.
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Fig. 10.  Concept of self-healing BG mode. (a) Plane wave interfer-
ence (red) for BG mode realization of non-diffracting distance 2.
If an obstruction of radius R is included (white line at zj), a shadow
region (black) is formed. After 2z, the BG mode is fully self-healed.
The inset shows the transverse intensity profile at zy of fundamental
BG mode. (b) Experimental demonstration of self-healing behavior
of fundamental BG beam. Transverse intensity images for different
propagation distances z are shown (white circle: obstacle of radius
R =150 m).

invariance (or non-diffraction) as well as the ability to recon-
struct upon encountering obstructions (self-healing). As
visualized in Fig. 10(a), BG modes can be seen as a superposition
of plane waves with wave vectors lying on a cone described by
the angle 6 =, /k (wave number #=2m /1) [60]. Hence,
the respective intensity/amplitude and phase distribution
stays transversely invariant for a defined propagation distance
Zmax = 2wy /Ak, (“non-diffracting distance”) [83]. If an
obstacle of radius R is placed in the central zy plane within
the non-diffracting rhombus-shaped region, the light field
properties reconstruct after a certain distance due to coherent
superposition of plane waves passing the obstruction. A BG
mode is considered as fully self-healed after 2z, (see black
shadow/self-healing region), i.e., two times the self-healing dis-
tance zmin & R/60 ~ i’:—f [84]. At this distance, the obstructed
transverse field distribution in the circular area of radius R
at 2o is fully reconstructed to its original distribution. This
self-healing feature is exemplified in Fig. 10(b), presenting the
transverse intensity distribution at different propagation dis-
tances of a fundamental BG mode obstructed by an absorbing
obstacle of radius R = 150 m (white circle). The fundamental
BG modes were experimentally shaped by a SLM applying
Eq. (15); the obstacle was created digitally by circularly cutting
a central area of chosen radius R in the respective hologram,
representing the inclusion of an absorbing obstacle [47].

In performing HD QKD, one may now benefit from these
special characteristics of BG modes [41,45]. Note that not
only states from the BG basis W; show non-diffraction and
self-healing, the MUB states @, inherit these properties, as
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they represent a linear combination of BG modes. For chosen
experimental settings (b, = 18 rad mm~', wy=0.89 mm,
A =633 nm), both mode sets have a non-diffracting distance
of Znax =49.16 cm. We study the effect of self-healing on the
security values of the above presented Bessel-based HD QKD
protocol with 4 =21 by determining transfer matrices for
differently sized obstacles. For this purpose, we digitally gen-
erate artificial obstacles at zp within the modes sent by Alice
by cutting a central area of chosen radius R in the respective
SLM; hologram in our classical back-projection system [see
Fig. 7(a)]. The digital generation of the obstacle allows for a
dynamic change of obstruction characteristics. Now, we want
to facilitate Bob’s measurement within the non-diffracting
distance of Alice’s modes while investigating the influence of the
obstacle on the system. Therefore, as illustrated in Fig. 11(a),
we utilize a lens system ( £, focal distance) imaging the encoding
SLM; plane (zg plane) in front of SLM3, so that Bob’s detection
plane is positioned at z = Az =23 cm > z. By this, we are able
to adjust the level of self-healing at which Bob is performing
his measurement. By changing the obstacles size within the
zo plane, Bob is detecting a fully self-healed (black region) or
obstructed (partially self-healed; green/yellow dashed lines)
state [47].

We determine the transfer matrices for obstacles of sizes
R ={150, 200, 500, 600} m. Matrices are presented in
Figs. 11(b)-11(e). For R = {150, 200} m, modes sent by Alice
fully self-heal before being detected by Bob, since Az > 2z,
with 2z, =8.27cm and zyi, = 11.03 cm, respectively. In
contrast, for R = {500, 600} m, modes cannot fully reconstruct
before being detected, as Az < 2zpiy with zyi, =27.57 cm
and zmin = 33.03 cm, respectively. Note that, especially for
larger R, applied superposition states ®,, are more sensitive to
on-axis absorbing obstacles than pure OAM states W;. Due
to their structural complexity close to the optical axis [see
Fig. 8(a)], which is not self-healed at the detection plane (for
R ={500, 60} m), the inner product of superposition states
(®,,|P,,) gives lower matrix values than (Wy, [Wy,).

Security analysis results are summarized in Table 2 in com-
parison to ideal values as well as to experimental values if no
obstacle is included (R =0 m). The fidelity F reveals values
of about 73-76% for fully self-healed modes [Figs. 11(b) and
11(c)], with equal fidelity for no obstacle (76%, see Section 4.A)
and R=150m. In contrast, F decreases exponentially for
larger obstacles (22, > Az), i.e., if non-reconstructed modes
are considered. Hence, we observe a positive effect of self-
healing on the fidelity: as modes self-reconstruct, the fidelity
recovers as well. For the mutual information between Alice and
Bob Z4p (in bits per photon), we determined values of about
2.43-2.56 for the undisturbed and self-healing case. Again, the
value drops significantly with a decreasing level of self-healing
(see Iyp values for R = {500, 600} m) highlighting the advan-
tage of self-reconstruction within the system. Note that, even
though 745 does not reach its full ideal potential (see ideal values
in Table 1) due to experimental complexity, all values, even for
partial self-healing, are significantly larger than the maximum
achievable with only qubit states (=1). For fully reconstructed
modes, we almost triple (x2.43 — 2.56) this value, while for
non-self-healed modes we approximately double it (x2.13) or
enhanceitbyafactor of 1.43.
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Security analysis of Bessel-based HD protocol for included obstructions of radius R. (a) Experimental prepare-and-measure concept

with adjustable self-healing level before detection by Bob [SLM, spatial light modulator, L(#); (Fourier) lens of focal distance f; A, aperture; CCD,
camera]. By adapting the size of the digital obstructions on SLM;, Bob measures modes sent by Alice when they are fully self-healed (black self-healing
region) and when they are partially/not yet self-healed (green/yellow dashed line). (b)—(e) Transfer matrices for different obstruction sizes R, thus,
self-healing levels. Alice’s modes (b)—(c) can (R = {150, 200} m) or (d)—(e) cannot (R = {500, 600} m) fully self-heal before being measured by Bob.

Table 2. Security Analysis on Bessel-Based HD
Protocol Summarizing the Detection Fidelity F, Mutual
Information I,5 between Alice and Bob, Eve’s Cloning
Fidelity F and Mutual Information I, with Alice,
Quantum Error Rate Q and Lower Bound of the Secret
Key Rate R, (in bits/photon) for Obstacles of Different
Radii R as well as the Ideal Case Without Obstacle

Rinpum 0 150 200 500 600 Ideal
F 0.76 0.76 0.74 0.69 0.54 1
Ly 2.56 2.56 2.43 2.13 1.44 4.39
Fr 0.45 0.45 0.47 0.53 0.67 0.048
Lyg 1.36 1.36 1.48 1.75 2.44 0
Q 0.24 0.24 0.26 0.31 0.45 0
Ra 0.73 0.73 0.46 -0.12  -1.51 4.39

Similar to Eve’s cloning fidelity for the non-obstructed
case (Fg = 0.45), we determine values of Fr ={0.45, 0.47}
for the self-healed cases (R ={150, 200} m), indicating the

robustness to cloning-based attacks. A similar or slightly higher
cloning fidelity is measured for the partially self-healed case
(R = {500, 600} m) with Fr = {0.53, 0.67}. A slight increase
in Fg for R=0600m can be explained by the lower level of
self-healing. Matching these results, for the mutual information
shared between Alice and Eve, we observe that 7z exponentially
decreases for a decreasing level of self-healing.

For self-healing modes, the error rate has the same value
(24% for R =150 m) as in the undisturbed case or is at about
26% (R =200m). As expected, Q increases for lower lev-
els of self-healing. In contrast to the ideal situation, modal
cross-talk from scattered light arising from higher diffraction
orders lowers the key rate R below the Shannon limit. For full
reconstruction of sent modes, the key rate shows an equivalent
value for R = 150 m, as detected without obstacle (0.73); for
R =200 m, a value of 0.46 bits per photon is determined. If
Alice’s modes cannot fully self-heal before Bob detects them, the
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key rate falls far below the Shannon limit, even becoming neg-
ative, i.e., no secret information can be shared. Thus, although
the experimental key rate is relatively low for the detection
of fully self-healed as well as partially self-healed modes, the
beneficial effect of self-healing within the Bessel-based HD
cryptography is visible.

5. SOME CHALLENGES ASSOCIATED WITH HD
QKD

We have presented a tutorial on HD QKD where spatial modes
of photons are used as basis states to encode information.
Employing multi-dimensional (more than two) states for QKD
increases the information capacity of every photon and, poten-
tially, leads to higher secure information transfer rate in a more
robust manner when compared to 2D QKD. This tutorial
serves as a starting point for graduate students or interested
researchers from other disciplines who wish to immerse them-
selves in this field. It is however important to note that there are
technological and scientific challenges that continue to drive
research in the field and that must be addressed before we see
widespread deployment of HD QKD systems that use spatial
modes. We find it useful to provide the reader with an overview
of these challenges. While many of these would apply to any
communication system (transmission losses or inefficiency of
the optics and the detectors for example), we focus on those that
are particular to HD QKD with spatial modes.

The first challenge is the speed at which spatial modes are
imprinted onto a photon. In our demonstration, we used lig-
uid crystal SLMs to encode the different spatial modes; that is
because the SLM is a versatile, re-programmable tool that can
spatially modulate light (photons) in a dynamic manner using
digital holograms. However, most SLMs available on the market
have modulation speeds on the order of tens of hertz (Hz), with
select ones approaching the kilohertz (kHz) range through cus-
tom solutions (see Meadowlark, model HSP1920, for example).
Alternatively, one could use a DMD that is cheaper and faster,
though the loss penalty tends to be higher compared to SLMs.
For example, Mirhosseini ez a/. have used a DMD to encode spa-
tial information at 4 kHz to realize a seven-dimensional QKD
transmission in a laboratory environment. While they achieved
a final transmission rate of 6.8 secret bits per second, it should
be noted that the efficiency of the system was only around 0.2%,
highlighting the need technological improvement to sustain
the question for practical HD QKD. Rather than achieving
mode switching by refreshing pixels on a modulating device, one
could employ a combination of high-speed optical switches and
static modulating elements. In this scenario, an array of static
elements that encode specific spatial modes are sequentially fed
with pulses of light. The choice of modes sent is determined
by an optical switch that is essentially an interferometer with a
phase modulator inside. By varying the phase difference in the
interferometer, one determines which output sees constructive
or destructive interference, thus controlling the path of the
photons [42]. This approach allows for faster modulation speeds
given that these optical switches can operate at hundreds of
megahertz (MHz). Alternatively, each static mode modulator
can be coupled to a single photon emitter and controlled by
a digital switch. In this way, the generation rate is no longer
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limited by the element that imprints the spatial profile on the
photons, but by the modulation rate of the optical/electronic
switch.

The second challenge is the efficiency of the measurement
strategy. In the current approach, we used a SLM to measure the
different basis states in which we encode information. To do so,
we display a hologram on the SLM and observe the product of
the input field and the SLM phase function in the far-field. By
measuring the on-axis intensity in the far-field, we effectively
evaluate the inner product between the incident field and the
phase function encoded on the SLM; this is referred to as a
projection measurement. Classically, one can evaluate multiple
inner products at the same time by displaying multiple outputs
at different spatial positions on a CCD camera, as shown in
Fig. 7(d). This is possible given that we have many photons; the
intensity is distributed over multiple modes. However, at the
single photon level, this is not possible, since we cannot split
a photon. The same measurement at the single photon level
would require the acquisition of statistics from multiple mea-
surements on identically prepared photons; to probe a photon
encoded in one of 4 spatial modes, one would need atleastd — 1
projection measurements. In the context of QKD, this means
two things: either Alice sends multiple copies of the same state
for every bit of the message to allow Bob to have sufficient statis-
tics, or Alice sends a single copy, and Bob has a probability 1/4
of measuring the right state. Even when his measurement basis
matches that of Alice, this means a loss of fraction of (d — 1) /d
that grows with the dimension. The first scenario compromises
the security of the QKD transmission, while the second carries
a significant loss penalty. There is therefore a need for measure-
ment techniques that do not rely on projection measurements.
One such solution involves mapping spatial modes to spatial
positions (or spatial frequencies) using refractive mode sorters
[37,75,82,85,86], complex phase masks [87,88], or combi-
nations of linear optical elements [89,90]. These approaches
are particularly interesting, as they only require, in principle, a
single shot measurement to identify the spatial mode with unit
efficiency.

6. CONCLUSION

QKD is the most technologically advanced form of quantum
communication, with real-world demonstrations already show-
ing promise for more secure information transfer [91-96]. As
we inch closer to a widespread deployment of the technology,
it is important to note that the field of QKD is still a vibrant
and exciting one. One of the areas of research that has exploded
in recent years has been increasing the information capacity
of photons to realize HD QKD. In this introductory tutorial
to QKD with spatial modes of light, we have conveyed the
attractiveness in employing HD states as a resource. While there
is more than one way to realize HD QKD, we have focused on
spatial modes of light. Exploiting the spatial degree of freedom
of photons for HD encoding leads to an increase in information
capacity per photon and a more robust QKD protocol. While
the implementation of QKD requires specialized single photon
sources and detectors, we aimed to provide through this tutorial
a framework to classically emulate, with tools ubiquitous to
many industry and university optics laboratories, the different
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steps involved in realizing HD QKD. Even though we chose

to

focus on spatial modes of the BG type for their interesting

non-diffractive and self-healing property, we reiterate that it was
simply by means of example.
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